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https://aws.amazon.com/blogs/enterprise-strategy/go-faster-but-how-how-mapping-your-product-development-process-can-help-you-build-a-high-performing-organization/

Jeff Bezos

Grunnlegger av Amazon

In todays era of volatility, there is no other way but to re-invent.

The only sustainable advantage you can have over others is
agility, thats It

Because nothing else is sustainable, ever/th/ng else you create,

somebody else will replicate.

You can’t feel disruption until it'’s too late!

3 Kilde: https://aws.amazon.com/executive-insights/content/cloud-for-ceos/
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Hort det for?

“ It is not the strongest of the
species that survives, not the
most intelligent that survives. It
is the one that is the most

adaptable to change.

- Charles Darwin

GihanPerera.com
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.. kan vi klare a tilpasse oss nye
krav og behoy, raskere?

.. kan vi fa redusere lead time?

.

.. kan vi unnga ,S‘ilipne opp

hjulet p& nytt i hvert DevOps
team?

Hvordan
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AWS Well-Architected Framework

<WAF>»

« Verktgy for & utvikle skylgsninger i henhold til beste praksis

 Hjelper deg a evaluere arkitektur - systematisk I‘»:

« Kan gi deg sikrere, mer skalerbare og kostnadseffektive Igsninger A N |:||:||:|

- Input til produktbacklogprioritering Measure @ mprove
« Idé og designfase

*  Fgr produksjonssetting Optimization
« Ved omfattende endringer

=
=
Learn
- H
6 Kilder: https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part1/ Soprq - Sterlq
https://aws.amazon.com/blogs/architecture/accelerating-well-architected-framework-reviews-using-integrated-aws-trusted-advisor-insights/
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https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part1/
https://aws.amazon.com/blogs/architecture/accelerating-well-architected-framework-reviews-using-integrated-aws-trusted-advisor-insights/

80 AWS Well-Architected Timeline

Well-Architected Well-Architected Regional launches Sustainability
4 pillars published Lenses released globally pillar + lenses
2015 2017 2019 2021

Well-Architected Operational Self-service, Framework update,
inception Excellence pillar improvement plans additional lenses,
2012 2016 2018 API released
2020


https://aws.amazon.com/blogs/architecture/announcing-updates-to-the-aws-well-architected-framework/

AWS Well-Architected Framework pillarer

Operational Excellence

The ability to support development and run
workloads effectively, gain insight into their
operations, and to continuously improve
supporting processes and procedures to deliver
business value.

Performance Efficiency

The ability to use computing resources
efficiently to meet system requirements, and to
maintain that efficiency as demand changes
and technologies evolve.

8
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Security

The ability for taking advantage of cloud
technologies to protect data, systems, and
assets in a way that can improve your security
posture.

Cost Optimization

The ability to run systems to deliver business
value at the lowest price point.

Reliability

The ability of a workload to perform its
intended function correctly and consistently
when it's expected to.

Sustainability

The ability to continually improve sustainability
impacts by reducing energy consumption and
increasing efficiency across all components of a
workload by maximizing the benefits from the
provisioned resources and minimizing the total
resources required.
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Well-Architected Framework Review (WAFR)

Hovedformal: Identifisere forbedringspotensialer for sluttbrukere eller organisasjonen

PREPARE REVIEW IMPROVE

||

Identify Sponsors Review the Workload Prioritize HRIs
Scope Workload Create the Report Treatment Plan

- H
9 Kilde: https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part1/ Soprq ;) Sterlq
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https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part1/

Well-Architected Framework Review (WAFR)

- H
Kilde: https://aws.amazon.com/bl mt/how-to-perform-a-well-architected-framework-review-parti, SO rq (‘) Sterlq
10 hitps://aws.amazon.com/blogs/m/how-to-perform-g-well-architected-framework-review-part1/



https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part1/

AWS Well-Architected Tool

e ] Lt

%@ L__ 5 —

AWS Well-Architected Tool

Define workload Conduct architectural Apply best practices
review
1 1 Kilde: https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part3/
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AWS Trusted Advisor
Checks
Insights

a\
o

Well-Architected Framework Reviews
(WAFRs) with AWS Well-Architected Tool
Measure

Optimization

Data-Driven

WAFRs
Acceleration

N
o

Milestones for WAFRs with
AWS Well-Architected Tool
Improve

AWS Well-Architected Framework

Learn
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https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part3/

Struktur

AWS Well-Architected Framework

« Kategorier med spgrsmal
«  Spgrsmdl med beste praksis anbefalinger.
« Hver beste praksis anbefaling har teknisk implementasjonsveiledning

12 sopra Q steria
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Security Pillar — Infrastructure protection

SEC 5: How do you protect your network resources?

Any workload that has some form of network connectivity, whether it’s the internet or a private network, requires multiple layers of
defense to help protect from external and internal network-based threats.

Users, both in your workforce and your customers, can be located anywhere.

You need to pivot from traditional models of trusting anyone and anything that has access to your network.

When you follow the principle of applying security at all layers, you employ a Zero Trust approach.

Zero Trust security is a model where application components or microservices are considered discrete from each other and no
component or microservice trusts any other.

13
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html

¥ Security 10/11

Done

Done

Done

Done

SEC1
How do you securely operate your
workload?

SEC 2
How do you manage identities for people
and machines?

SEC3
How do you manage permissions for people
and machines?

SEC 4
How do you detect and investigate security
events?

SEC S
How do you protect your network

resources?

SEC&
How do you protect your compute
resources?

SEC7
How do you classify your data?

SEC 8

How do you protect your data at rest?

SECH

How do you protect your data in transit?

SEC 10
How do you anticipate, respond to, and
recover from incidents?

AWS Well-Architected Framework

Add a link to your architectural design

SEC 5. How do you protect your network resources? Info

Any workload that has some form of network connectivity, whether it's the internet or a private network, requires

multiple layers of defense to help protect from external and internal network-based threats.

(® Question does nat apply to this workload  Info

Select from the following

Create network layers |nfo

Control traffic at all layers Info

[[] Automate network protection |nfg

[[] Implement inspection and protection Info

[] MNone of these Info

Ask an expert [A

P Mark best practice(s) that don't apply to this workload

Notes - optional

SECO5-BPO3 Automate network protection
Adopt Web Application Firewall

SEC05-BP04 Implement inspection and protection

Activate Amazon Guard Duty - will automatically surveillence APl and traffic.

1888 characters remaining



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html

Reliability Pillar — Workload architecture

A reliable workload starts with upfront design decisions for both software and infrastructure.

Your architecture choices will impact your workload behavior across all of the Well-Architected pillars. For reliability,
there are specific patterns you must follow.

The following questions focus on these considerations for reliability:

REL 3: How do you design your workload service architecture?

REL 4: How do you design interactions in a distributed system to prevent failures?

REL 5: How do you design interactions in a distributed system to mitigate or withstand failures?

15
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/workload-architecture.html

Reliability Pillar — Workload architecture

RELO3-BP01 Choose how to segment your workload

16
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Does everything Does some things
Shared release pipeline Services surfaced via comms protocol
Rigid scaling Some coupled services

High impact of change
Hard to adopt new technologies

Kilde: https://docs.aws.amazon

.com/wellarchitected/latest/reliability-pillar/rel_service_architecture_monolith_soa_microservice.html

—

Does one thing
Independent deployments
Independent scaling

Small impact of change
Choice of technology
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_service_architecture_monolith_soa_microservice.html

Reliability Pillar — Workload architecture

RELO3-BP02 Build services focused on specific business domains and functionality

Domain Driven Design

Define
bounded
contexts

Create
domain
model

Design
microservices

sopra S steria
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_service_architecture_business_domains.html

Reliability Pillar — Fault isolation
REL10-BP01 Deploy the workload to multiple locations

Users
aws
Availability Zone a Availability Zone b Availability Zone ¢ @
- VPC ~ Amazon Simple Storage

' Service (S3)
i b (ﬁ b b
= . 35
| NAT Gateway Elastic Load NAT Gateway NAT Gateway
: Balancing
X ] E n 3 : i Amazon
] L Auto Scaling group — : DynamoDB
X EC2 Instances EC2 Instances !
: k2
| B
i "4 b
E Amazon RDS Amazon RDS
: (Primary) (Standby)

18 Kilde: https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_fault_isolation_multiaz_region_system.html soprq :S Steriq
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_fault_isolation_multiaz_region_system.html

Reliability Pillar — Workload architecture

REL11-BP0O5 Use static stability to prevent bimodal behavior

If using two Availability Zones (AZs)
Provision enough EC2 capacity such that
the one remaining AZ can handle 100%

I:L i of your workload load

)
i

100% 100%

If using three Availability Zones (AZs)
Provision enough EC2 capacity such that
the two remaining AZs can handle 100%

I_ 1 of your workload load
L

50% 50% 50%

sopra S steria
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html

Cost Optimization Pillar — Manage demand and supply resources

COST 9: How do you manage demand, and supply resources?

The economic benefits of just-in-time supply should be balanced against the need to provision to account for resource
failures, high availability, and provision time.

Depending on whether your demand is fixed or variable, plan to create metrics and automation that will ensure that
management of your environment is minimal — even as you scale.

Beste praksis:

1. COST09-BP01 Perform an analysis on the workload demand

2. COST09-BP02 Implement a buffer or throttle to manage demand £
3. COST09-BP03 Supply resources dynamically

Time

sopra S steria
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https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/manage-demand-and-supply-resources.html

AWS Well-Architected Tool - Resultatanalyse

Well-Architected Tool X Well-Architected Framework issues per pillar (all workloads)
Dashboard Issues
Custom lenses 14
Share invitations
12
Workloads
10
Settings 8
6
4
2
0
Operational Excellence Security Reliability Performance Efficiency Cost Optimization Sustainability
Pillars
B High risk issues Medium risk issues
ama : N—— sopra S steria
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https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part3/

AWS Well-Architected Tool - Resultatanalyse

Well-Architected Framework issues by improvement plan item (278)

‘ Reliability v ‘ ‘ All issues v ‘ £ 3 4 5 6 7 > @&
Improvement item Pillar v Risk Applicable workloads v
Deploy changes with automation Reliability (® High 1
O Identify and back up all data that needs to be backed up, or reproduce the data from sources Reliability () High 1
O Perform periodic recovery of the data to verify backup integrity and processes Reliability () High 1
O Deploy the workload to multiple locations Reliability A Medium 1
O Use bulkhead architectures to limit scope of impact Reliability A\ Medium 1
O Monitor all components of the workload to detect failures Reliability () High 1
O Fail over to healthy resources Reliability () High 1
O Automate healing on all layers Reliability () High 1
O Rely on the data plane and not the control plane during recovery Reliability () High 1
O Use static stability to prevent bimodal behavior Reliability () High 1
22 Kilde: https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part3/ Soprq s Steriq
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https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part3/

AWS Well-Architected Tool - Prioritering

Easy

OPS4- HRI: workload state is not well understood

- OPS:«

Solution Rﬁ‘l
Identify & Enable key Amazon CloudWatch metrics & logs A | =
Priority?
Easy to implement but doesn't have great impact on business
REL1- HRI: No awareness or monitoring implemented for service quotas O
Solution 8
Implement Quota Monitor for AWS wJ
Priority?
Harder to implement. Have a greater impact on business
COST1- HRI: No Cloud Financial Management in place
Solution
Grant teams access to AWS Cost Explorer, implement AWS cost allocation tagging, use AWS Budgets

L. Hard
Priority?
Hard to implement. Have a great impact on business

Low |mpact High
23 sopra S steria
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https://aws.amazon.com/blogs/mt/how-to-perform-a-well-architected-framework-review-part3/

Well-Architected verktgykassen

Hjelper DevOps team med

[ O \ /
@ R+ (-

Raskere utvikling og lansering Handtere risiko Databaserte beslutninger Leer AWS beste praksis
* Redusere “brannslukking” « Fa innsikt i hvilke omrader i « Skape bevissthet om hvordan - Gjgre team kjent med beste
. Identifisere arkitekturen som kan innebzere arkitekturvalg og avveininger kan praksis basert pd tusenvis av
kapasitetsutfordringer risiko ha ulike konsekvenser historiske gjennomganger
« Bruke automatisering til &  Adressere risiko fgr eventuell + Mulighetsrom pé kort og lang sikt
eksperimentere negativ pavirkning pd . : :
P virksomheten Knyttet til forretningsmal
+ Realisere verdi oftere
24 sopra S steria
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A

Sopra Steria Group hyperscaler Well-Architected program

aws

PARTNER
Well-Architected
Partner Program

Well-Architected Review

o Detection

Internal or customer workloads
* Prospection

= Pre-sales activities / Cloud
Architecture High-Level Definition

* Project launch / Cloud Architecture
Low-Level Definition and implementation

= Incident/Problem Review

= Regular basis, all along the project
lifecycle / Major update or milestone,
Renewal preparation, Innovation
Committee preparation

v" All type of activities — assessment,
migration, modernization, operation,
security

v’ Post-training activities, delivered
with mentoring

25 Kilde: Sopra Steria Group - Modern Architecture Best Practices
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— Q Registration

= 9 Review Execution

Azure Well-Architected Framework

AWS Well-Architected ) Google Cloud

Build and manage high-performing workload:

sopra X steria
# Review with outcomes
HinIm=]| :
mjam =T Customer Experience Improvement: Sopra Steria Partner KPI:
o= i il SIS = Operational Excellence = Performance = Well-Architected Program
= Security = Cost Reduction = Certification, specialization
aws  Mandatory = Reliability = Sustainability = MSP
2 GoogleCloud /&, Microsoft ‘

Project Delivery — Improvement Plan

Azure Well-Architected Framework

AWS Well-Architected &Y Google Cloud

Build and manage high-performing workload:

v Provide visibility to Cloud Service #HRI, MRI execution #Improvement plan execution

Provider Business Leaders (Partner,

Sales with,...). v' Enhancement of customer’s satisfaction

v' Mandatory with AWS to stay in the - v' Business opportunities and project’s margin improvement
WA program

v Source of Industrialisation

sopra S steria




Sopra Steria Digital and Cloud Services for Hyperscalers
Well-Architected Practices: beyond foundation, specific lens

AWS Well-Architected Review

Examine your workload through
the different pillars of best
practices for architecting
workloads on the AWS Cloud.

Container Build Lens

Best practices for how to build
and manage containerized
workloads on AWS.

soprasteria  aws

Serverless Lens

This lens covers scenarios such as
RESTful microservices, mobile app
backends, stream processing, and
web applications

Machine Learning lens

Best practices for architecting your
machine learning (ML) workloads on
AWS.

26 Kilde: Sopra Steria Group - Modern Architecture Best Practices
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Migration Lens

How to successfully migrate
workloads to AWS.

Financial Services Industry Lens

Best practices for architecting
your Financial Services Industry
workloads on AWS.

Source: AWS Well-Architected Lenses

sopra S steria /£

Azure Well-Architected Review

Examine your workload through
the lenses of reliability, cost
management, operational
excellence, security and
performance efficiency.

Cloud Adoption Security Review

Assess your Security Journey
for Cloud Adoption. Receive
actionable considerations to
improve your security posture.

App and Data Modernization
Readiness

Take the first step in modernizing
your workloads by taking this
application and modernisation
assessment.

DevOps Capability Assessment

Understand current capabilities
across the entire software release
lifecycle and quickly identify
opportunities for improvement based
on the Microsoft DevOps practices.

Microsoft
Azure

Data Services | Well-Architected
Review

Examine your data services
through the lenses of reliability,
cost management, operational
excellence, security and
performance efficiency.

Analytics | Well-Architected
Review

Assess your analytics workload
through the lenses of reliability,
cost management, operational
excellence, security, and
performance efficiency.

Source: MICROSOFT ASSESSMENTS
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https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc&wa-guidance-whitepapers.sort-by=item.additionalFields.sortDate&wa-guidance-whitepapers.sort-order=desc&awsm.page-wa-lens-whitepapers=1
https://learn.microsoft.com/en-us/assessments/browse/?page=1&pagesize=30

Se til Well-Architected i SDLC -> profit

« Idé og designfase

» Fogr produksjonssetting

« Ved omfattende endringer
- Status hver 6-12 maned

s

27 Figur: © https://ardas-it.com/cloud-software-development-life-cycle-in-ardas SOpI’G s Sterl(]
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https://ardas-it.com/cloud-software-development-life-cycle-in-ardas

AWS Architecture Center

Reference architecture examples and diagrams

Explore architecture foundations Stay up to date Build resilient architectures

Sopra Steria Group

Get Started Architecting on AWS e
e R i e Well-Architected Program

AWS Well-Architected Establishing Your Cloud Overview of AWS =
Foundation on AWS
AWS Well-Architected provides a framework to help This guided path approach helps you build and evolve Explore this helpful resource outlining every AWS Onboa l'dlng tralning ma rketlng & fundlng gu|de
cloud architects build secure, high-performing, resilient,  your AWS Cloud environment based on a consolidated service at-hand to help you pick the right service for & Z
and efficient architectures. set of definitions, scenarios, guidance, and automations. your architecture.

Are You Well-Archite 1 "2

Establishing you foundation

on AWS—beyon landing zone

iz P Ftzsmons)

The world is how we shape it sopra S steria

aws | JILLIAN FORDE

Are You Well-Architected? Establishing Your Cloud Foundation on AWS - Beyond An Introduction to AWS
Your Landing Zone

AWS Architecture Center Onboarding quide
28 sopra S steria
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https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/
https://steria.sharepoint.com/:p:/r/sites/GroupCloudCommittee/Shared Documents/Multicloud WAFR/02 - Enablement/2023 - Sopra Steria Group - Well-Architected Program Onboarding Guide.pptx?d=w6bb8126fcb4144f69ba49f94946776f6&csf=1&web=1&e=PS81jd
https://steria.sharepoint.com/:p:/r/sites/GroupCloudCommittee/Shared Documents/Multicloud WAFR/02 - Enablement/2023 - Sopra Steria Group - Well-Architected Program Onboarding Guide.pptx?d=w6bb8126fcb4144f69ba49f94946776f6&csf=1&web=1&e=PS81jd
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