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A closer look at AWS WAF and Shield

Protecting your web applications
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AWS WAF
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AWS Network and Application Protection
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Layered security services across your organization 

AWS Shield 

Advanced
AWS WAFAWS Network 

Firewall

Amazon Route 

53 Resolver DNS 

Firewall

• Protect network and 

applications against 

External Threats  

• Outside → In

• Security controls for Ingress 

network flows

• Protect traffic initiated by 

workloads/resources in 

your VPC

• Inside → Out

• Security controls for 

Egress network flows

AWS Verified 

Access

• Protect applications using 

principle of least privilege  

• Continual Authentication 

→ Outside & Inside

• Granular access controls 

for Every Request using 

fine-grained policies

Network level 

security

Application level 

security

Zero Trust securityOrganization-wide 

visibility & control

AWS Firewall 

Manager
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SQL Injection

Cross-site Scripting (XSS)

OWASP Top 10

Common Vulnerabilities and 

Exposures (CVE)

SYN Floods

Reflection Attacks

Web Request Floods

Comment Spam

SEO Spam

AI Data Scaping

Fraud

Account Takeover

Denial of Service App Vulnerabilities Bad Bots

Search Engine Crawling

Website Health Monitoring 

Vulnerability Scanning

Good Bots

Common threats for web applications
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ECSEC2S3 On Prem EC2Lambda

Customers don’t need to re-architect their apps. 
AWS WAF meets customer endpoints wherever 
they are located.

EC2 Lambda

Amazon 

CloudFront

Application

Load Balancer
Amazon API 

Gateway

AWS

AppSync

DynamoOpenSearch LambdaOn Prem Direct Connect

Hybrid Cloud

Minimizing layer 7 threats with AWS WAF



© 2025, Amazon Web Services, Inc. or its affil iates. All rights reserved
8

Getting started with AWS Web Application Firewall

Step 1 Set up AWS WAF in your AWS account or Organization

Step 2 Create a protection pack (web ACL) (Select App category and Traffic source (API, Web, or both))

Step 3 Add resources to protect (Cloudfront distribution or regional resources)

Step 4 Choose and configure Actions and Rules
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Apply rules in AWS WAF

Web access control list (web ACL)
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Actions:

• Allow

• Count

• CAPTCHA

• Challenge

• Block

Rule …

Inspection 

criteria

Action

Amazon Cognito AWS App Runner

AWS Verified Access

Order (priority)
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AWS Free AWS Paid Partner Paid

AWS Managed Rules (AMRs): three types
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AWS WAF Built-in Dashboard

Built-in visibility in every web ACL

• Available by default, no setup 

needed

• Based on Amazon CloudWatch 

metrics

• Customizable time periods

• Total requests, blocked requests, 

bot vs non-bot requests



© 2025, Amazon Web Services, Inc. or its affil iates. All rights reserved
12

AWS WAF Application Layer (L7) DDoS Protection

Accurate Protection with pre-configured 

rules

AWS Managed Rules reduces the heavy 

lifting of configuring and managing rules

Configurable DDoS protection based on the 

needs of each application

Configure inspection of specific application 

URI paths, or to specific origin types.

Automatic application layer DDoS 

mitigation

Detect and respond to DDoS attacks

within seconds

Anti-DDoS AMR

DDoS Activity

Volumetric 
attacks

Novel &
emerging 

attacks

Anti-DDoS labels

AWS WAF

A P P LI C A T I ON  L A Y ER  D D O S P R O T EC T I O N
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Amazon Managed Rules
Application Layer (L7) DDoS Protection

• Set sensitivity levels of low, medium, or high

• Three configurable sub-rules within the 

managed rule

• ChallengeAllDuringEvent will challenge all 

requests during a DDoS event

• ChallengeDDoSRequests will challenge 

requests during a DDoS event by the sensitivity 

level chosen

• DDoSRequests matches suspicious requests 

during a DDoS event using a block for chosen 

sensitivity level
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AWS Shield (Advanced)
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Includes AWS WAF & AWS 

Firewall Manager

AWS Shield Advanced package

AWS WAF

Protects web applications 

by allowing you to write 

custom rules or choose 

managed rules from AWS 

or the AWS Marketplace

AWS Shield Advanced

Managed threat protection 

that blocks DDoS attacks, 

vulnerability exploitation, 

and bad bots

AWS Firewall Manager

Centrally configure and 

manage security rules 

across accounts and 

applications 
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Automatic Application Layer DDoS Mitigation
R E D U C E  T I M E - T O - M I T I G A T I O N  A N D  R E S P O N D  T O  A P P L I C A T I O N  A V A I L A B I L I T Y  T H R E A T S  I M M E D I A T E L Y

Distributed Denial of Service Attacks

Application Level Attacks

Bot Attacks

AWS Shield Advanced

Protects at Layer 3 & 4

AWS Firewall Manager 

Manages global policy

AWS WAF

Protects at Layer 7

AWS Bot Control

Protects against bot attacks
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Basic L3-4 Protection for 

AWS Infrastructure

Resource grouping for 

faster mitigation

24x7 Access to 

Shield Response Team 

(SRT)

L3-7 Protection for Your 

Applications

CloudWatch

Event Notification

L7 anomaly 

detection via 

AWS WAF

Health-based 

detection

Automatic Layer 

7 Mitigation
Adaptive L3-4 

Protection

Central Config & 

Compliance 
Firewall Manager cost included 

with Shield Advanced subscription

Cost Protection for Scaling 

During an Attack

DDoS Threat Environment 

Dashboard

No Charge for AWS WAF
For Shield Advanced protected 

resources

Shield Standard

Benefits of AWS Shield Advanced
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Extension of your team: Shield Response Team (SRT)
A team of security engineers dedicated to 

providing 24/7 support during DDoS events

• DDoS resiliency architectural guidance

• Shield Advanced onboarding

• Advanced DDoS protection consultation 

(before/during/after an event)

• Proactive engagement during DDoS events

• Attack analysis

• Writing custom mitigations

• Bot mitigation strategies
Scan QR code to 

setup SRT support
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Use Case: “I need DDoS protection for a few critical applications”

Apply protection within each account or 

centrally with AWS Firewall Manager

Optimize coverage by choosing protection 

for only mission critical applications

Choose remediation options:

• Choose to have SRT proactively contact 

your team for remediation

• Choose automatic remediation via 

Automatic Layer 7 Remediation
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Use Case: “I need mandatory DDoS coverage for all accounts”

Mandate AWS Shield Advanced for all accounts 

created across the globe

Create policy centrally and push out across all 

accounts/regions

AWS Firewall Manager constantly monitors all 

accounts for resources not covered by AWS 

Shield Advanced (Config Manager)

Auto-remediate or receive an alert if resources 

are not compliant 
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Use Case: My resources need to be in compliance

If AWS Shield Advanced and/or AWS WAF is activated, then compliant

Automated, continuous security best practice checks with 0-100 scoring for:

• AWS Foundational Security Best Practices standard

• Payment Card Industry Data Security Standard (PCI DSS)

• Center for Internet Security (CIS) AWS Foundations Benchmark

• National Institute of Standards and Technology (NIST)

Turn on AWS Security Hub for integration with AWS Firewall Manager / 

AWS Shield Advanced



© 2024, Amazon Web Services, Inc. or its affil iates. All rights reserved

Wrapping up



© 2025, Amazon Web Services, Inc. or its affil iates. All rights reserved
23

Guidance for selecting WAF vs. Shield Advanced

Choose WAF + Shield Standard (Free) when:

Primary concern is application-layer attacks (SQL 

injection, XSS, OWASP Top 10)

Need bot management and rate limiting

Budget-conscious with moderate DDoS risk

Can manage security rules yourself

Basic Layer 3-4 DDoS protection is sufficient

Don't need 24/7 expert support during attacks

Choose Shield Advanced when:

High-value applications where downtime is extremely 

costly

Frequent or sophisticated DDoS attack targets

Need Layer 3-4 AND Layer 7 comprehensive protection

Want 24/7 access to AWS DDoS Response Team (SRT)

Need cost protection for scaling during attacks

Require advanced attack analytics and forensics

Want AWS WAF included at no additional cost

Need Firewall Manager for multi-account governance

Compliance requires documented DDoS mitigation 

capabilities

Shield Advanced is about expert support and financial protection during attacks, not just 

technology.
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Examples

• Small/medium apps with standard security needs

→ WAF + Shield Standard

• Enterprise apps, high availability requirements, or regulated industries

→ Shield Advanced

• E-commerce, gaming, financial services, media streaming

→ Shield Advanced

• Internal tools, development environments, low-traffic sites

→ WAF + Shield Standard
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Recommendations

Verify your actual business requirements for RTO

Start with AWS WAF and AntiDDoS Amazon Managed RuleSet

Involve your AWS account team for further guidance

Set up AWS Shield Advanced (config and process)

Be Well-Architected



Thank you!
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